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Introduction

SLNet is the most efficient, most flexible and best value telnet server solution available. The architecture,
performance and features are robust enough for large enterprises, yet affordable and flexible enough for any
small business.

SLNet telnet server runs on any Windows 2000, 2003, or 2008 server. SLNet enables an unlimited number of
users to work invisibly and simultaneously on any Windows server without interfering with one another or the
server console user. Additionally, SLNet optimizes the telnet protocol between Radio Frequency (RF) devices
and Microsoft Windows servers.

Full-Featured Telnet Service
e Allows unlimited concurrent connections for any device running terminal emulation, including RF devices.

e Users can be placed directly into custom applications or access the Common Command Shell.
e Use existing character-based and DOS applications to run multi-users without modification.
e  Written in open Internet standards to work with any telnet client. No proprietary client software is required.

¢ Remote users can work invisibly and simultaneously on the same Windows 2000, 2003, or 2008 server without
interfering with the server console user.

e Features two levels of ‘time-out’ including: the clean-up of processes when a connection is dropped and
inactivity time-outs to log clients off after a specified period of no activity.

e System administrators can include more information such as security warnings for logon banners through the
multi-line banner support.

e Gives administrators the ability to customize the logon and password prompts.

e Allows administrators to send messages to logged on users without interrupting their work flow.

Telnet Security
e Completely preserves Windows security protocols.

e Requires user authentication by the Windows security authority.

e Gives administrators the ability to configure SLNet permissions on a user-by-user basis.
e Restricts logon rights to users with “log-on locally” permissions.

e  Gives users the same permissions as if they were working at the console.

e Allow only specified users to log on via Telnet.

e Restricts logon rights to specific IP addresses or address ranges.

e Allows the logon sequence to be encrypted

Hand Held RF Device Support

e S| Net allows unlimited, concurrent RF devices connections.

e Ready for real-time use with any wireless radio frequency (RF) device that supports the telnet protocol.
e Users can access Windows 2000, 2003, or 2008 hosts from a device.

e  Support small screen sizes.

e No extensive application rewrites or the investment of learning new and cumbersome wireless APIs.

SAP Console compatibility

SLNet is the standard for interfacing to the SAP Console from RF devices. It is in use at major organizations
worldwide. They chose SLNet because of its outstanding performance and reliability. It installs in a few
minutes and delivers a powerful solution for organizations from a few people to thousands.
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Architecture

SLNet

Telnet connections

A AVVPPK X

SLNet
server I

User
~ Application

The SLNet server handles a large number of connections (thousands) by handling all connections, terminal
emulation and character translation through an SLCon.exe for each user that connects up to the user’s
application through an MS-DOS prompt.

SLNet Requirements
SLNet 5.0 supports Windows Server 2000, 2003, and 2008 as a SLNet Server.

The SLNet service itself uses only a minimal amount of system resources, requiring four megabytes of disk
space in your root system directory (the directory where Windows is installed on your system) and 2
megabytes of system RAM for the initial connection.

Adobe Reader or Acrobat .
You will need to install a copy of Adobe Reader to view the help documentation (PDF format). /L__
You can download it for free at http://www.adobe.com. &

Upgrading from a Previous Release

SLNet has been a standard in the computing industry for over a decade. It is the most widely used Telnet
solution.

If you are a previous SLNet user of 2.6 or 4.1 versions, you should upgrade to the 5.0 release for improved
operation and security, additional platform support, and new features.

You will need to uninstall the previous SLNet version and install the new 5.0 release.


http://www.adobe.com/
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SLNet Features

High Performance

SLNet communicates via Winsock Sockets to the terminals and via Pipes to SLCon and the MSDos
Command Prompts. To minimize impact on the CPU resources, the SLNet programs are heavily multi-
threaded and asynchronous.

Access to Windows’s Common Command Shell

Users who Telnet into SLNet can have full access to Windows’ Common Command Shell. SLNet is
completely configurable by the administrator, who can choose to disable access to the Command Shell on a
user-by-user basis.

Direct Access to Custom Applications
SLNet offers you the power to define default custom applications for users as soon as they log in.

Security
Users run in their own appropriate security context, with all their own permissions in place, just as if they had
logged in from the main console. This completely preserves all Windows’s C2 security features.

Secure Logon

SLNet encrypts user IDs and passwords for secure logon over the Internet. With SLNet’s AuthTypes registry
value you can specify the level of encryption (and the encryption protocol) for the entire system, or on a user-
by-user basis.

Terminal Emulation

SLNet provides ANSI terminal sequences (compatible with the VT-100 and VT-220) for cursor positioning and
formatted screen handling. It supports colors, UTF-8 characters, Unicode characters and custom key
sequences.

Logging
SLNet can insert a record in the Windows event log every time a user connects or disconnects along with a
record of what process the user executed and the resulting data and screens from that process.

Remote Administration
SLNet can be administered locally or remotely.

Disconnects

In a controlled disconnect, a telnet packet from the terminal lets SLNet know the terminal is about to
disconnect. This allows SLNet to tell the various threads that the events they are waiting for will not be
occurring.

In an uncontrolled disconnect, the threads will either go into a temporary wait mode or exit cleanly and close
the sockets, pipes, and MSDOS Command prompt and applications as needed.

A terminal user or device can reconnect securely to a temporarily disconnected application.
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What’s New in the SLNet 5.0 Release

Licensing

For security purposes SLNet is licensed to specific servers. A license key tied to the server ensures you can
track your SLNet licenses and prevent unauthorized uses. Install SLNet on a target server, it activates
temporarily and provides a license request file that you email to the SeattleLab license group. A license key
file is generated and sent back to you. It easily installs into your SLNet system to authorize that server for the
licensed time period and the number of concurrent users.

Windows 2008 support
SLNet fully supports Windows 2008 servers in 32 bit and 64 bit deployments.

Improved Performance and Reliability
SLNet can handle thousands of user connections with modest requirements.

Improved Admin Interface
The SLNet configuration interface has been reworked and improved for ease of use and more flexibility. For
larger organizations, it is easier to configure users.

More Parameters

Additional parameters have been added for customization of users, terminal types, and system settings.
SLNet is more flexible and offers powerful choices without complexity to make any telnet environment
connect to applications smoothly and reliably.

Unicode and UTF-8 support
SLNet now has full support for international languages — single and double byte character sets. You can set
the font and code page to meet any need.

Broadcast Messages
SLNet can broadcast any message to any number of users without interrupting their work flow.

User Status
The SLNet console shows all connected users and their status and latest activity.

Extended Logging and Playback

New SLNet logging has been added for everything a Telnet administrator would need. This includes a full
playback capability where you can see every keyboard action and all internal SLNet processes. Resolving
any technical issue is now simple and easy.

Multi-layer configuration — user, terminal, system
SLNet offers a powerful way to manage customizations by passing up settings from system to terminal to
users. This allows customizations to be done at a high level and automatically passed through to users.

Menus and Customizations
SLNet can be easily customized to offer your users menus to choose domains or applications.

Security
SLNet can lock down terminals so they can only reach specific applications and be prevented from getting to
a command prompt.

Manage Multiple SLNet Servers from a single interface
The SLNet Configuration panel has a server selection. You can select any SLNet server on your network and
change its configuration settings.
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SLNet and Windows Security

SLNet abides by all Windows security features. It does not alter nor change any security settings or privilege
levels set by normal Windows mechanisms.

When a Telnet user logs into your system via SLNet, he or she must be a valid user that you or another
administrator created using the Windows User Manager or Active Directory Manager. SLNet sets that user’s
process to run in the security context appropriate to that user. The user then has exactly the same privileges
he or she would have on your machine if they sat down in front of it and logged in on the console by pressing
the CTRL ALT DELETE keys.

Windows allows you to grant or withhold privileges on a user-by-user basis to every object on the system.
Using Windows Explorer, for example, you may choose which individual users can have access to any given
file you create. SLNet abides by these exact same access restrictions. It does not and cannot alter any
privileges set by Windows.

Authentication types

SLNet allows you to encrypt the user name and password in the data stream with the AuthTypes registry
value.

You will need to modify this registry value in the root of the SLNet registry EH:' Seattle Lab
(HKEY LOCAL MACHINE > SOFTWARE > SeattleLab > SLNet).Open the D "":'EX
Registry Editor through the Start Menu (Start > Run and then entering REGEDIT). Ela

In the right frame of the registry editor, right-click on the AuthTypes string value and select Modify from the
popup menu.

AUEhTypes REG_S7 0,129
By default the key has 0,129 (IP

Address, decimal equivalentfor the I T ]

AuthType required), which allows all

users to use the SeattleLab encryption Value pame:
or fall back to clear text. |AuthTypes
Walue data:

0k, I Cancel

Enter <IP address, decimal equivalent for the authorization type; IP address,...>
and then click OK to update the string. The string pairs must be separated by a semi colon. For example:
0,129;127.0.0.1,128;129.168.0.1,65

The authentication types are:
e Null (no encryption)—bit 1, decimal 1
e  Microsoft NTLM—bit 7, decimal 64
e SeattleLab proprietary—bit 8, decimal 128

Note: Multiple encryption types can be specified by combining the bits. For example for Null (clear text) and SeattleLab
encryption the decimal equivalent would be 129. All single encryption types and pairs are possible.
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SSH Security

Handheld device security

The wireless data transmitted between the RF Guns and the Base Station is usually encrypted at the network
level using WEP, WPA, WPA-PSK, WPA-PSK2, etc.

If your applications are on remote servers outside of your network, you may want to set up a secure
connection for the communication between the SLNet server and your application servers. The entire SLNet
data stream can be “tunneled” through a Secure Shell encrypted link using “port forwarding”. All the traffic
between the connecting machine and the destination host will be encrypted.

There are a number of commercial and free open source Secure Shell servers and clients available.

SLNet Remote
Application
server

Secure Shell

A Secure Shell (SSH) tunnel consists of an encrypted tunnel created through an SSH protocol connection. To set up an
SSH tunnel, you configure an SSH client to forward a specified local port to a port on the remote machine. Once the SSH
tunnel has been established, the user can connect to the specified local port to access the network service. The local port
need not have the same port number as the remote port.

You can set up an SSH tunnel with the SLNet Server. It is recommended that you install the SSH server
software on the same machine with the SLNet Server.

The SSH Client gets installed on a remote network or network segment where the SLNet Clients are located.

The SSH Client acts as a port forwarder. It can be configured to accept connections on port 23 (the Telnet
port). It will forward the data for those connections over the secure SSH tunnel to the SSH Server.

The SSH server forwards the data to its local SLNet Server. The SSH server returns data from the SLNet
Server over the SSH tunnel to the SSH Client. The SSH Client will then send that data to the appropriate
SLNet Client.

The SSH servers need to have a User configured authorize a connection from the SSH Client. The User
needs to be authorized to do Port Forwarding.

The SSH Clients need to be configured to allow them to connect to the SSH Server (SSH Server authorized
Username and Password information). They need to be configured to tell the SSH Server how to forward data
from the SSH Client and also to monitor a network port for connections from SLNet Clients.

The syntax for setting up the port forwarding on the SSH Client is usually 3 parameters:

1. Local Port to monitor for SLNet Clients (this may consist of an IP address followed by colon (:) and
then the Port, flag characters that are shortcuts for the IP followed immediately by the Port or just the
Port (with an implied local or all local IPs).

2. The IP address and Port of the SLNet Server relative to the IP of the SSH Server. If the SSH Server
is on the same machine as the SLNet Server, the IP of the SLNet Server would be 127.0.0.1 (the
local IP). The Port of the SLNet Server will be 23 (unless it was changed).

3. The IP (and optionally the port) of the SSH Server relative to the SSH Client. Some SSH Clients do
not use a 3rd parameter. They require the IP and Port of the SSH Server to be specified separately.
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Installation of SLNet 5.0

Before installing SLNet 5.0, you must first log on as a member of the Administrator’s user group.

Download the SLNet 5.0 installation file from the
SeattleLab web site or obtain it from a reseller.

<
Put it on the local drive on the Windows server.
Double click it to start the installation process. SLNetYSOSetp, exe

Welcome to the InstallShield Wizard for SLNet
Click Next to continue.

The InstallShieldiR) wizard will install SLMek an yaur campuker.
To conkinue, click Mext,

License Agreement 1 P
Read the Lice nse Ag reeme nt. Please read the Following license agresment carefully.
“ . . » SeattleLab Software License Agreement -
Check “I accept the terms in the license agreement. v i gl s ment bty ithe vl o i), e, j

SeattleLab. If you do ot sgres with the terms of this Agreement, quit alluse and delete any copies
lof SLNet prodct from your equipment, retur any delivery media and the accompanying items
(inchodingnitten materials and bindsrs or othey containgss) to the place you chtained them from
for a full refund,

C I |Ck N EXt tO (of6] ntl nue. 1. GRANT OF LICENSE. This Software License Agreement (“Lizense) permits you fo use one

lcopy of SLNet on any single computes, pxovided SLNet is inwse on only one computer at any
tiams. I yora have mltipls licerses for SLNat, than st any tizns you may have as many copies of 7|

T accept the terms in the license agreement! Print

£~ 1do not accept the terms in the license agreement.

< Back. | fext = I Cancel |

Customer Information

Please enter yaour information.

Enter a User Name and Organization.

User Name:

Adrmin

Click Next to continue. Organization:

Destination Folder 3
C hange th e d esti n atio n fOId er for the S L N et Click Mext ko install to this Folder, or click Change tainstall ko a different Folder, ‘
software if needed. G Install SLiet to;
. i C:\Program Files)Seattlelabh change... |
Click Next to continue. =

Ready to Install the Program

Click Install to continue. The wizard is ready to beqgin installation.

Click Install ko begin the installation,

Installation of SLNet is complete. InstallShield Wizard Completed
Click Finish.

The InstallShield Wizard has successfully installed SLMet, Click
Finish to exit the wizard,
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Configuration

SLNet offers a powerful selection of options for customization of your Telnet needs.

Go to Start programs and select f‘n SLNet |8 SLNet Configuration
SLNet Configuration. S ey =

Bm SLClient

T SLMet Manual

The SLNet configuration panel is displayed.

Until you enter a valid license key, SLNet is in a demonstration mode with a temporary license key that expires.

_El;l1 SLMet Yersion 5.0 - Seattlel ab: Restricted License (Demo)

Connected szers I License I About...
Service | Conzole Auta Logaon |P= I Terminal Types I |lzers I |nzlude / Exclude

Server Mame: |SeattIeLaI:u: Restricted License [Dema]

W llow U zers to wait for 4 connectior ¥ Tah iz a Beturn far the Usernanne Prarnpt
: . _ = — Logaging
b azirurn Connection Limit; I':I _,;'
0Iff | [ ptians. .. | I Q0000000
b aximum Logon &ttemphs: |5 _%
— Ewvent Logaing
Telnet Socket: I23

| Info | “Warnings | Emors

Logon Banrner:

w'elcome to Seattlelab SLMet Werzion 5.0,

— Curent Statuz

|EI Ilzers Logaed on. O Uzers W aiting

|EI Logong since lazt start. 0 Logon Failurez since last start,

SLNETTEST | ak, I Cancel Server... Epply Help

If you see the License Key expires warning prompt, click OK to continue.

If you have a License Key, click on the License tab to load your valid SLNet License Key file.
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Service

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected Users I

Service Auto Logon IPs I

Conzole

Ahout...
[nzlude ¢ Exclude

Lizense I

Terminal Types I |lzers I

Server Mame: |SeattleLal:u: Fiezstricted Licenze [Dema]

IV illow L zers bo wait for 3 connectior

M aximum Connection Limit: [0

5

b aximum Logon Attemnphs:

Telnet Socket; |23

Tl

Logon Banner:

v Tab iz a Return for the Uszername Prompt

[ptiars... | IEIEIEII:IEIEIEIEI

— Logaging
off |

— Event Logaing
| Info

| Wamnings | Emors

"W eloome to Seattelab SLMet Version 5.0,

RN

— Curent Statuz

Start Fausze Stop

Running

|EI Ilzers Logged on. O Llgers W aiting

|EI Logong since last start. 0 Logon Failures since last start,

SLNETTEST

o |

Cancel

Server... &pply Help

Server Name:

The Server Name is a description of the server that
SLNet is running on. It is a combination of your
organization name and the registered server /
location name that you supplied to generate a license
key.

You can change to a different server by clicking on
the Server... button and entering a different server
name. The server must be connected to your
network. The server’'s computer name appears on
the left bottom of the panel.

User Connections:

You can allow users to wait for a connection if all
licenses are in use.

If this box is Unchecked, the users will see a message,
There are currently too many Telnet
sessions. Please try again later.
They will then be returned to the Telnet prompt.

Your license will specify the maximum number of
user connections allowed.

Server Mame: |SeattleLaI:u: Rezsticted Licenze [Demo)

This is the default Server Name for an unlicensed server.
SLNet is installed automatically as a Demonstration license with a
limited number of users and a time expiration.

SErver... |

[ llow Usgers to wait for & connection

b amimurn Connection Limit: IEI _IQ
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You can change it to a lower number if needed.

You can set the security limit for logon attempts.

Specify the Telnet socket (port) that SLNet will
monitor for connections. Changes you make to the
Telnet Socket in the Service Options do not take effect until
you restart the SLNet service.

Miscellaneous: The tab key can be set as a return for
the user name prompt.

Logging:

Logging is Off by default. Logging should be left Off on
production systems unless directed by a SeattleLab
technician.

Click the Logging button to turn On logging.
Select Options for logging parameters.

The total number of log entries is displayed.

SLNet uses the Windows Application Log in the
Event Viewer to keep a record of everything it does
by entering messages as events occur.

If you set Logging On, you can set which events you
want logged.

Check the box next to an item to log its information.

These settings are usually used by SLNet technical support
staff to assist you in resolving issues.

By default, SLNet logs three types of events: Info,
Warnings and Errors.

Info messages (such as which user logged on) are the
least serious and Errors (such as your demo copy of SLNet
has expired) are the most serious.

You can turn off the recording of Events. Toggle
each button to turn off its Event recording.

bl asirmurn Logon Attempts: |5 _Ij
Telnet Socket: I23

¥ Tab iz a Betum far the Usemame Prompt

— Logaging
o | | Options.. | |unnnnnnn

— Logging
T | 00000o0o

S5LMet Logging Options

Log File Marme:

[ Cloze log file after each access

FilezhSeattleLabhSLMNetRF\Logz\SLMet log

— Log file line entry tags
[~ ERROR
[~ WARNING
[ Information
[ Idle Loop Infarmation
[ InFromSLCon
[ InFromT eminal
[~ OuwToSLCon
[T OuwToTeminal
[~ SoapSrecinfo
[~ SoapSrvcDetailedinfo
[ Telnet Negotiation
[ DebugSting

Hex % alue: I ooooao0g

Cancel | s I

10
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Logon Banner:
Logaon B anner:

You can change the welcome message sent to each :
device when it connects to SLNet - maximum WWelcaome to SeattleLab SLMetRF Version 5.0.
number of characters is 2048.

Status:
SLNet tracks current active users and any users 0 Users Logged on. 0 Users Walting
waiting for connections (may need to increase your |0 Logons since last start. 0 Logon Failures since last start,

licensed amount of users).

Stop, Start or Pause SLNet:

You can Pause, Stop or Start SLNet.

Current Statuz
’7 Start | Fause | Stop |

If you stop the SLNet service, the service is
completely inactivated. It is removed from memory
and is no longer listening on the Telnet socket. _
Telnet users who attempt to connect to your

Windows system will receive a connection refusal

message.

Alternative Ways to Start and Stop SLNet

The SLNet service can also be controlled from the
Services applet in the system control panel. In the
Services scroll box, choose SeattleLab Telnet
Server. You may then start, stop or pause the

service.
% Services (Local) Mame £ | Skartup Twvpe | Skatus |
_ SeattleLab Telnet Service Aukamatic Started
SLNet can also be started or stopped directly from net start slnet

the Windows Common Command Shell.
net stop slnet

11
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Console

The Console tab of the SLNet Configuration Control Panel allows you to set internal parameters used in the
virtual consoles created by the SLNet service.

Do not adjust any of these parameters without advice from a trained SeattleLab technician.
Doing so will change performance, latency, and throughput of SLNet and your Windows system as a whole.

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected Users I Lizense I Ahout...
Service Conzale | Auta Logon [Pz I Terminal Types I |lzers I [nzlude ¢ Exclude
Idle Tirmeout [Minutes): IEI :: ~Auto Reconnect
[ ! =l Type:
_ _ - " Mone o |P
Default Conzole Time Slice: I1 oo _|; ~ IPorMame © IPand Name
bl ax Conzole Wait Time: IE':”:":' _% ™ Name " Admin
T Slliee reiemiet: |-| 0o _l? YWhait Timeout [Minutes]: I2
Autarmatically Refrezh the Screen
Fricrity: INDrma| j ™ Y
Refrezsh Characters: ™ I
~ Enwironment Y ariables “Contral Characters: 2 [use &% for a %]

Passthrough Pipe IF'|P'E HAME
[T SLMet 2.6 Compatibility Mode

Printer Marme: I
P k... Default Lzer...
Printer Open Mame: I bl | Fat e |
Printer Cloge Mame: I
SLNETTEST | Q. I Cancel SErver... Aaply Help

You may set Idle Timeout for as many minutes as
you choose (0 value means do not timeout). If there

is no activity from a user in the amount of time Idle Timeout [Minutes): II:I _lj
entered, SLNet will close the process.

Suppose you cannot back up your system if there are
processes running. If your users have a habit of not logging
off at the end of the day, you can set this option in order to
end the processes so that you can back up your system.

Only adjust these settings with the help of a trained
SeattleLab technician.

The SLNet service monitors the screen buffer of a user’s console Default Console Time Slice: |100

for changes, so that those changes may be sent over Telnet to

update the screen of the client. If SLNet monitors these changes M ax Console Wait Time: |2000 2
too infrequently, the user will experience sluggish and choppy
performance. If SLNet monitors those changes too frequently, it Time Slice Increment: {100

will consume too much of the system’s resources and reduce the
performance of the SLNet user’s task and all other tasks running
on the system. The algorithm used by SLNet to attempt to optimize
these conflicting constraints is to begin polling relatively frequently,
and to poll progressively less frequently when no screen activity is

L ;|;|;.|

Pricrity: INu:urmaI

12
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detected.

Only adjust these settings with the help of a trained
SeattleLab technician.

The Passthrough Pipe allows you to customize the
environment variable name of the main pipe used by
SLNet. The default name for this field is PIPENAME.

The Printer Name is the environment variable to
contain the printer name associated with the user or
terminal.

The Printer Open Name is the environment variable
to contain the Escape sequence that enables the
user printer.

The Printer Close Name is the environment variable
to contain the Escape sequence that disables the
user printer.

See Appendix B. for customization options.

Auto Reconnect:

SLNet can be configured to automatically reconnect
to devices that get disconnected. Set the Auto
Reconnect values:

Security - Reconnect only if match on

¢ None — no auto reconnect
e |P address or User Name
User Name

IP address

IP address and User Name
Admin user

Wait Timeout — keep connection available — then exit
and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

e %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.

Optional setting for older SLNet installations
(not usually required for application compatibility).

13

— Environment ' aniablesz

Pazsthrough Pipe IF'|F'EN-5"-ME

Printer Mare: I

Printer Open Mame: I

Printer Cloge Mame: I

— Auto Reconnect
Type: " Maone P

 IParMame € IF and Mame
" MName £ Admin

Wfait Timeout [Minutes): IEI

[T Autermatically Fefresh the Screen

Refrezh Characters:” I

“Contral Characters: % [uze &% for a %]

[T SLMet 26 Compatibility Mode
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User Prompts:
You can change any of the SLNet prompts. Prompts. . |

If you enter a Windows domain name in the Default
Domain box, users will not see a domain prompt and SLNet
will access the default domain automatically.

Logon Prompt: FPazzwaord Prompt: Ipasswnrd:
D omain Prompt; Iu:lu:umain: Mews Password Prompt; IF'Iease enter new pazsword
Drefault Domain: I Pazsword Confirm Prompt: IEDﬂfi"'ﬂ hew password:
Idze Calar: ILlse Color Codes? Enable UTF-2 Fants: IEnahIe IITF-8 Fants?
— Logon Meszages
buzt Change Pazsword: Mew Pazswaord Ermar:
I“r’-:uu muzt change vour pazsword before IErru:ur changing pazsword
Ireealid Pagzswiord: Mew Pagsword Match Emor:
ILInaI:uIe to validate this account. IPasswnrds do not match

These prompts can be changed to any text (language independent).

Default User:

If you set terminals to Auto Logon, then you need to Default ser..

set the Default User Logon and Password. S TR

All terminals will be logged on as this User.

Default zermame; I

Default Pazzword: I

Drefault Dromair; I

[~ Auta Logon

Cancel |

14
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Auto Logon IPs

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected Users | Lizense I Ahout...
Service I Conzole Ata Logon [Ps | Terminal Types I Uszers I Include / Exclude
IP. Uzername
102,155,145, 123, uzer 3 IP
192768 10255, 955 2650, Lser ccpdd ||
192 168.123.34-192.168.123.45, uzer 39 =
Ending IF

Edit =25 | I

bl azk.

ﬂl Izer Mame:

Pazzwaord:

Confirmn Pasgword:

SLNETTEST [ ok | concel | Server..| ippl Help

SLNet can automatically logon a user from a device that connects from a specific IP address or range of
addresses.

This enables you to have a shared user ID be used from a single IP address or a secured range of IP
addresses.

Enable Auto Logon

7! SLMet ¥ersion 5.0 - SeattleLab: Restricted License (Demo)

Connected Users I Licensze I About, ., I
Service Caonzale | Auta Logaon [P I Terminal Types I |lzers I Inzlude / Exclude I
1
On the Console tab, click on the Default User... Diefault Lzer |
button.
Default User Authentication

Do not enter any information for the Default

. Crefault Uzermane: I
Username, Password or Domain.

Default Pazsward: I

Check the Auto Logon box, click OK. Default Domair: I

W Ao Logon

Cancel |

15
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Select the Auto Logon IPs tab.

El-zl1 SLMet Yersion 5.0 - SeattleLab: Restricted License (Demo)

Connected Users I Licenze I About. I
Service I Conzole Auta Logon [Ps | Termminal Types I zers I Include # Exclude I
1
Use a single IP address to log on with a specific IF. Ll zernarme
user ID. TH 155, 145,195, st 3
The format is IPaddress,userID. 192.168.1.0: 266,250 206.0, uzer 1

132.168.123.34-192.168.123.45, user 39

If you need a IP Mask, the format will be
IPaddress:Mask,userID.

Use a range of IP addresses to log on with a
specific user ID.

The format is IPaddress-IPaddress,userID.

Add a single IP address and User ID. IF
<< Add | [192 188 10, 1
Enter the IP address.
Enter a User Name. IEn'jmg [
Enter a Password (not required). Edit>>> |
b azk
Confirm the Password. i
. <4< Add | I
Click the <<<Add button. Delste |
Izer Mame:
IEHampIe1|
Paszwaord:

Ixxxxx

Confirmn Paszword:

Ixxxxx

Add IP addresses using a mask. >
_ <4< Add | 192 188, 10, 1
Enter the starting IP address.

_ |
Enter the mask to populate the IP address range. IE;:;EI lZEE Pr—
Enter a User Name. Edit>>> | D
Enter a Password (not required). IMagk
Confirm the Password. Delete | st Name
Click the <<<Add button. <4< Add | IE:-campIEE
Fazsword:

Ixxxxx

Confirm Password:

Ixxxx71

16
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Add arange of IP addresses and User ID. i
<4< Add | 192 188, 10, 1
Enter the beginning IP address.
Ending IP
Enter the ending IP address. I
Enter a User Name. &l Mask
3
Enter a Password (not required). I 192168 . 10 _ 100
Confirm the Password. Cielete | User N
= EET IName:
Click the <<<Add button. |E:-:ample3
<4< Add |
Fazsword:
Confirm Password:
ruﬁ
Edit an auto logon entry. IP. Username
o 102.155.145.12:
Highlight IP address.
. . Edit >
Click the <<<Edit button, £ | i
<< Add | [192 188, 1 0
Ending IF
Make any changes. el
aE
ﬂl Ilzer Mame:
Iuser'l
Fram [P Fazsword:
13218810 [
TolP Confirm Paszword:

192.168.1.255

Delete an auto logon entry.

Highlight IP address.
Delete |

Click the Delete button.

17

Ixxxxx



SLNet Installation, Configuration, Administration, and User Guide

Terminal Types

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected szers I License I About. ..
Service I Conzole I Ao Logon [Ps Terminal Types | Uszers I Include / Exclude
Default e
WT220 —
#TERM
Edit |
Delete |
SLMNETTEST | ] 4 I Cancel SErver... Apply Help

SLNet can support an unlimited number of terminal types. You can set a default terminal type or enter any
new terminal types that you need. It must match the ID String from the terminal or Port Server.

The information entered in the terminal settings is passed to the user.

Add Mew Terminal Type |

Select a terminal type and click Edit to make . .
Enter the new terminal type's name

changes or Delete to remove a terminal type from the
list. Click New to add a new terminal type. IE:-:ampIeI

Help | Cancel | ] I

18
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Terminal Type ¥T220 Configuration |

[ Printer Marme: I
v Printer Open:® IZ[Ei
¥ PFrinter Cloze:* IZ[di
M T Use Bedirection Characters *Contral Characters: & [use %% for a %]
[T [T Use DEC YT Bediection Characters
T AuteSeol [T ~Auto Beconnect
Type:
[T [ Custom Esprit Teminal Keymap B = Hare P
[T T &llow Bedaw 0 F o M ame P and Mame
[T I Binay Fipe = Hame £ Admin
[T [T Delete Kep Emulates Control-C
[T ~UTF8FantEncoding————————— Wwhait Timeout [Minutes]: IEI
8o C1ves € Frompt [T | &utamatically Befresh the Sereen
Fant: ILuu:iu:Ia Conzole j
Refresh Characters:* I
Cods Page: I-I 252 j *Contral Characters: & [uze &% for a %
[T ~Use Colar [~ Logging
% Ko O Yes Frompt ’7 i I [ptios... | IDDDDDDDD
Help | Cancel | ] I

Override Service and Console settings

The flexibility of SLNet allows you to override the default Service and Console settings. The two columns of
check boxes allow you to override a setting’s value and then be able to activate it.

I T lse Rediection Characters Not checked and grayed out — use Service or Console setting.

v I" Use Redirection Characters  Checked and not grayed out — setting can be modified but is disabled.

¥ [ ilse Rediection Characters

Checked and Checked — setting can be modified and setting is enabled.

Set the default printer for this terminal type. Check [ E e |
the box to enter the UNC or IP address.

Enter the command string to open the printer or close W Prirter Dperc= |Z[5i
the printer.

¥ Printer Cloze:* IZ[#i

19
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User Redirection Characters:

This option (default is enabled) determines whether
non-printable characters (characters less than 32
decimal) are mapped to printable characters. The 32

non-printable characters will be converted to printable

characters based on the following table. When a non-
printable character is encountered, the printable
equivalent will be substituted in its place. If this option
is disabled, all non-printable characters will be
represented with spaces.

v

[ Use Fedirection Characters

Mon-Primdahie =N IR EIE R

- |

x
| =
-
[
“lz
—
=
L5

ENT Equivalend @ * [a| 7

24

v

RNT » = LI

Select this option to provide DEC VT emulation.

This option is defaulted to disabled.

If the Auto Scroll option is enabled, when a character
is output to the last position on the screen (the 80th
column of the 25th row), the screen scrolls up.

Most Telnet clients support auto scrolling. If the Telnet
client is set to perform scrolling, the Auto Scroll option
should be disabled in SLNet to prevent incorrect screen
formatting.

This option is a specific customization for an Esprit
terminal.

This option (default is enabled) clears the screen if
you switch from screen scraping mode to using a
custom name pipe.

If this option is enabled, all translation of characters
in the input stream is disabled. This would be
appropriate, for example, for users writing custom
communications software such as a file transfer
protocol.

You can customize the Delete key to send a CTRL-C
to the application.

20
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[ Binary Pipe
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Enable UTF-8 fonts. Select a font and a Windows
code page to use.

This allows UniCode characters to display on UTF-8
compatible terminals.

Set the Auto Reconnect values:
Security - Reconnect only if match on

None — no auto reconnect
IP address or User Name
User Name

IP address

IP address and User Name
Admin user

Wait Timeout — keep connection available — then exit
and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

e %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.

Activate color.

Set logging on — for all sessions using this terminal
type.

21

W ~UTF-3 Fort Encoding
& No € ez  Prompt

Font; ILuI:il:Ia Conszole j

Code Page: [1252 ]

[+ —futo Beconnect

Lzt = Mone P
= IPorMame & |P and Mame
" MName £ Admin

it Timeout [Minutes); I2

[+ Butamatically Fefresh the Screer

Fefrezh Characters:® IEH

“Cantral Characters: & [use %% for a %]

[ —Usze Colar
’V & Mo " Yes © Prompt
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Users
You can add as many custom user profiles to SLNet as needed.

All SLNet users must have an existing Windows user account.

SLNet allows you to define system access on a user-by-user basis. It also allows you to automatically
customize the start for each user - for example, all users are presented with the Windows Common
Command Shell or SAP Console is started.

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected | zers I Licensze | About...
Service I Conzole I Auta Logaon |P= I Terminal Types Users | Inzlude ¢ Exchude

Edit

il

Delete

SLNETTEST | oK, I Cancel SErver... &pply Help

This is Default configuration is used for any user who logs onto SLNet but does not have a custom profile.
Most organizations use the Default user.

Warning! If the Default configuration is ever removed, only individual users who have been specifically added to the SLNet
user list will be allowed to log on via SLNet.

Select a user type and click Edit to make changes or |

Delete to remove a user from the list.

Click New to add a new user. It must be a valid Btz de (12 UES e 2

Windows user account. |Sample|

If Auto Logon is enabled, then all users will be logged in as izl | Cancel | ok I
the Default user.

If Auto Logon is not selected, then users will be prompted
for their Windows / Active Directory User ID and Password.

22
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User Default Configuration |

Default Shel: ZSTYSTEMBOOT

Startup Direchany: I

Command Line: I

[ Printer Mame; I

¥ Use Redirection Characters [T —Auto Beconnect
[T Uze DEC YT Bediection Characters Type: & Hone ol

[ Auta Scral
I tdonitar Child Processes CHFertame IR andHame

V¥ Allow Fediaw = Wame £ Admin

™ Binary Pipe - _
[T Delete ey Emulates Control £ Wwait Timeout [Minutez]: II:I
— Contral-C Sends

& CTRL_C_EVEMT
' CTEL_BRE&E_EVEMT Refresh Characters:* I

€ CTRL_CLOSE_EVENT *Control Characters: % [usze %% for a X]
£ Cument Key

€ ControlC Key v
(g I':'—

CUmEY

i

[T | &utamatically Refresh the Sereen

—Uze Color
" Mo © Yes ™ Prompt

| —UTF-8 Fant Encading———————— [~ - Loggi
aqing
& Ho € Ye: ) Fompt

(ff [ptions... | 00000000
Fant: ILu-:i-:Ia Conzole j I |
Code Page: |1 = j Help | Cancel | aEk. I

Override settings

The flexibility of SLNet allows you to override the default Service, Console and Terminal settings. The two
columns of check boxes allow you to override a setting’s value and then be able to activate it.

[0 7 Use Rediection Characiers Not checked and grayed out — use Service or Console setting.

¥ I" Use Redirection Characters  Checked and not grayed out — setting can be modified but is disabled.

I [ lise Redirection Characters  checked and Checked — setting can be modified and setting is enabled.
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Default Shell:

The Default Shell field should be left as configured upon
installation of SLNet. This default path allows access to the
system command shell, which is the same command
prompt you see from your console when you click the
MSDOQOS icon in the Main program group. Opening the
command shell allows console applications to run properly
as well as giving access to the prompt in the command
shell if desired.

Default Shell; kA TEMROOT

Default Start Application:

. . L Startup Directony: I
To put users directly into your own custom application,

specify the directory and application startup command. Cormmand Line: |

Enter the filename in the text box preceded by a
switch command (/c or /k) followed by any required
parameters for the application.

The complete paths Startup Directory fields must be Startup Directory: |D:‘~test"~apps
entered in the format of either the Universal Naming _ Cormmand Ling: IW
Convention (UNC) or drive letters. Example:

Paths entered must be LOCAL.

This is the default printer to use for this user. It will be ¥ Printer Mame:
assigned to the Printer Name environment variable
defined on the Console tab.

Use Redirection Characters:

This option (default is enabled) determines whether ¥ ¥ Use Rediection Characters

non-printable characters (characters less than 32
decimal) are mapped to printable characters. The 32
non-printable characters will be converted to printable
characters based upon the following table. When a
non-printable character is encountered, the printable
equivalent will be substituted in its place. If this option
is disabled, all non-printable characters will be
represented with spaces.

Deecinual U2 [z[4]=s [6 [7 [s [# [ [81 [12 [15 [14 15
- Primdahle W o ®m | A &
ran =N |0 | o ] ' a2
CiTByehelent @ ™ [m] ™™ [$ "o |® Jo Jo o |V ]| |™
T cirual 16 [17 12 [15 [20 [20 [32 [323 |24 [2s [26 [37 [2& [2 [30 |3
Mon Printable | g n E t |1 — = —
- I T (5 [= |1 AlY
RMT E R ¥ |8 ¥ | L = Ve ¥
 Eyuivalens
Select this option to provide DEC VT emulation. ¥ ¥ Use DEC VT Redirection Characters

24



SLNet Installation, Configuration, Administration, and User Guide

This option is defaulted to disabled.

If the Auto Scroll option is enabled, when a character
is output to the last position on the screen (the 80th
column of the 25th row), the screen scrolls up.

Most Telnet clients support auto scrolling. If the Telnet
client is set to perform scrolling, the Auto Scroll option
should be disabled in SLNet to prevent incorrect screen
formatting.

When this option is enabled any child processes that
are spawned by the user’s primary application will
also be monitored by SLNet. With this option, SLNet
can insure that all user processes are properly
stopped and cleaned up before exiting.

Some applications will not run if this option is enabled. If an
application functions directly from the Windows system
console but will not function with SLNet, disable this option.

This option (default is enabled) clears the screen if
you switch from screen scraping mode to using a
custom name pipe.

If this option is enabled, all translation of characters
in the input stream is disabled. This would be
appropriate, for example, for users writing custom
communications software such as a file transfer
protocol.

You can customize the Delete key to send a CTRL-C
to the application.

You can customize the Control —C character string
passed to the application.

Make a selection or enter an ASCII value.

Enable UTF-8 fonts. Select a font and a Windows
code page to use.

This allows UniCode characters to display on UTF-8
compatible terminals.
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[~ Auto Scroll

¥ Monitor Child Processes

¥ Allow Rediaw

[ Binary Pipe

[+ Delete Ké_l,l Emulates Contral-C

— Control-C Sends
= CTRL_C_EVENT

i CTRL_BRE&K_EVENT
" CTRL_CLOSE EWEMWT
i~ Cument Key

i~ Control-C Key

o

— UTF-8 Font Encoding

..........
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Code Page: |1 252 j
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Set the Auto Reconnect values: ¥ [ Auto Reconnect
Security - Reconnect only if match on [ Y P
e None - no auto reconnect # IPoiName € IF ) e
e |P address or User Name " Name " Admin
e User Name T . I
Wit Timeout [Minutes): |2
e |P address
e |P address and User Name v Automatically Refresh the Screen
*  Admin user Refresh Characters:* IZH
Wait Timeout — keep connection available — then exit *Control Characters: & [use &% for a %)
and clean up.

To refresh the screen upon a reconnect enter the
character string to send to the application.

e %R will cause SLNet to redraw the screen from its
last saved screen buffer in SLCon.

e You can enter any command that will cause the
user’s application to refresh the screen.

Activate color. ¥~ Use Colar
’7  No  Yes % Prompt
Set logging on for this user. [+ [ Logging
|V [ On i Optons.. i | 00000000
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Include / Exclude

You can control the locations that can access your server — from a single device to a range of addresses.

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Connected serz
Service I Conzole

I License

Auta Logaon |P= I Terminal Types

I About... |

I |lzer=

Include ¢ Exclude

—Inzlude

Y

L
('l

Edit
Femaove

B emone Al

— Exclude

Ll L

’y

L
('l

Edit

Hemoyve

B emone Al

[T Exclude &l

SLNETTEST

| ok I Cancel | Sf:rvt:r...l Apply

Help

Click Add to add a new device or
address range.

Choose Include to allow access.

Enter an IP address or range of
addresses.

Choose Exclude to deny access.

Enter an IP address or range of
addresses.

Select a location and click Edit to
make changes or Remove to
remove a device or range of
addresses from the list.

Allow Access On...

" Address Range

Ok

Cancel

Deny Access On...

" Address Range

Ok

il B

Cancel
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Connected Users

E|—='~1 SLMet ¥ersion 5.0 - SeattleLab: Restricted License (Demo)

Service | Conzole | Auto Logon 1Pz I Terminal Tupes I |lzers I Inciude / Exclude
Conrected Users I License I Ahout, .
Sarted by Usermame — Uzer: qdickens:PASS_1

Domain:  dpd
IP Address; 192.168.1.13
Terminal Tepe: ARSI
Shell  C:¥INDOWSYSTYSTEMIZNCMD exe
Cormmand Line;
Startup D %
Fipe Mame: PAS5_1
Telnet Screen Size: 8025y
Connect Time:  2010-07-07 13:54:59. 455 UTC
Seszzion haz been |dle for 30 and a half minutes

—Last Data
Received from Conzole: 30 minute: 39453 zecondz ago

Sent to Terminal: 30 minutes 39,453 2econds ago
Received from Terminal: 30 minutes 40,266 secondsz ago
Sent to Congole: 30 minutes 40,266 second: ago

Sort by Connect Time | Send Mezzage | Refrezh

SLNETTEST Ok, | Cancel | Sewﬂr...l Apply Help

You can monitor which users are connected to your server.

Select a user to see the details on
that user. Click the Info button.

Send a message

You can send a message to any Send Message |

user. Select the User and click
the Send Message button.

Check the box Send to All Users Message
to do a broadcast to all connected Hi Everyone,

users. The servers will be down from 23:50 until 23.55 today)

Broadcast messages do not interrupt
the terminals input flow. The
application will continue to execute.
Characters sent from the terminal will
go to the application even while the
broadcast message is displayed.

V¥ Send To &l Users Bell Count: |2

Message Delay: |2 in Minutes
Canicel | ak. I
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License
SLNet is licensed by server and the number of concurrent users.

_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)

Service I Console I Auto Logon IPs | Terminal Types | |Jzerz I Include ¢ Exclude
Connected | szers Licenze About...

Serial Mumber: |2'I BRE051 52

Licenze K.ew |T OD=-GUNE-FEJ4-LCR-UDYP-GLG

Company Mame: |SeattleLaI:u

SLMHet Server Location: |Fi eztricted License

SLMet Server Name: |D £

Izer Count: |5.

E=piration D ate: |N ane.

i Hequest a Licenze Key . ¢ Load a Licenze. ..

SLNETTEST Ok, Cancel SEerver... Apply Help

Get a License Key

After you have installed SLNet on a server, click the Request a License Key button
to generate a file to email to the SeattleLab license department. An email will be returned to you with the
license key.

You must pay for your SLNet license first before a license key will be sent to you.
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Enter the Email Address that the license key should be sent to.
The License Key is based on the Company Name, Server Location, Server name, and User Count.

License Key Request I

EMail Address: Itump@seattlelah. i

Compary Mame: ISE:atHE:Lal:u

SLMet Server Location: IHEStfiDtEd License

SLMet Server Mame; IDEI‘I‘ID

Fricing Infarmation |

[T Site Licerse Requesl 50 concurrent U sers
100 concurent Uszers
250 concurment Users
Unlimited Uzers

k. I Cancel

Click OK to save a license request file on this server.

You must pay for your SLNet license first before a license key will be sent to you.

Enter a name for the file, Save it to this server, and then email that . LRF file to licensing@seattlelab.com.

Select License Request File E

Save jf; I =Y My Documents j - i B9~

File: narne: |E:-:am|:ule Save I
Save az ype: ILiu:ense Fequest Files [*.If] j Cancel |

A

You willreceive a .LIC license file in your email within two business days.

You must pay for your SLNet license first before a license key will be sent to you.
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Load a License Key

Load a License...

To load your license file into SLNet, click on the Load a License button.

Open the license file (saved from the email you received).

Select License File E
Lok ir: I () My Documents j - = ER-
File name: wam Open I
Files of twpe: | License Files [*.lic) j Cancel |
v

Your license authorization is displayed. Click OK.
lcense. |

Coarmpaty MName; (EEEUEE:

SLMet Server Location: IHESUiEtEd License

SLMet Server Mame; IDEITID

E spiration; ILlnavaiIaI:ule |Jzers: ILI navailable Servers ILI navailable

License Key I?T‘JI-D G3-EMCR-23MR-8534-57T

] I Cancel |
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About
_|:|_='~1 SLMet ¥ersion 5.0 - Seattlel ab: Restricted License {Demo)
Service I Conzole Auta Logaon |P= I Terminal Types I |lzer= | Inzlude ¢ Exchude |
Cornected Uzers I License Abot... :

SeattleLab SLM et Werzion 5.0 Configuration

SLNet 5.0

Seattlelab: Restricted Licenze [Dema]

¢ SeattleLab

SLMet iz licensed to specific organizations and specific zervers.
Far technizal support go to wis, Seattlel ab. com

Copyright 2 2010 Seattlelab. Al ights reserved.

arning: thiz computer program iz protected by copyright law and intemational treaties. Unauthonzed
reproduction or diztribution of thiz program, or any portion of it, may result in severe civil and criminal penaltiez,
and will be procecuted to the madimum extent pozsible under the law,

SLNETTEST | Q. I Caticel SEerver... Apply Help

SLMet Yersion 5.0 - SeattleLab: Restricted License {Demo)

Click the Help button to see the .
version and Build number of your [E SLMet: Control Panel Yersion: 5.0
SLNet software. . Build: 1224
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Logging on to SLNet

A Telnet client can be any of a variety of devices: a process on a UNIX machine, a Macintosh running
MacTCP, a network terminal, a dumb terminal attached to SeattleLab Terminal Server, a Windows terminal
emulator, etc.

Many SLNet users connect through handheld terminals to their applications such as warehouse inventory
systems, SAP (SLNet usage is recommended in SAP’s documentation), etc. These RF devices can emulate a
variety of terminal types.

When you initially launch a Telnet client, it is not connected to anything. You need to initiate a Telnet
connection. From some Telnet clients, you do so by typing commands at a Telnet command prompt. For
example, connect hostname or open hostname (where hostname is the server name you are
connecting to).

Logon Welcome Message

SLNet will display a logon welcome message to the user. This Logon B anner:
message can be easily customized on the SLNet Service tab. wWelcome b Seattielab SLMetRF Yersion 5.0

The user will be prompted for their user name and password.

User Prompts

You can change any of the SLNet user prompts to meet your needs. Click on the Prompts
button on the Console tab.

Customizable Prompts

Logon Prompt: Im Pazsward Prompt: Ipassw::urd:
Domain Prommpt: Idﬂm-ﬂiﬂi Mew Pazsword Prompt: IF'|EESE enter new pazswaord
Drefault Domain: I Pazzword Confirm Prompt; IEnnfirm mew password:
IJse Colar: IUSE Color Codes? Enable UTF-2 Fonts: IEnaI:-Ie IITF-8 Fonts?
— Logon Meszages
bzt Change Pazsword: M ew Pazswaord Eror:
IYDu muzt change vour pazsword before IErru:ur changing pazsword
Ireealid Pazsword: Mew Pazsword Match Error
ILInaI:uIe to validate this account. IF'asswu:urds do not match

Cancel |

SLNet defaults to the domain name on the Customizable Prompts. If the Default is blank, then the user is
prompted for a domain name.

A user can log onto another domain by entering the domain name before the user name at the logon prompt,
separated by a back slash (\). For example: PRODUCTION\MYUSERID.

When a user has successfully logged on, they will be taken to the shell specified in the Configuration Screen
for your user. (The default is the Windows Common Command Shell.)
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Automatic Logon

With SLNet you can set up an auto logon using a default user account for authentication or by IP address.
With auto logon any device connecting to SLNet will automatically be logged on without having to enter a user
name or password and will be placed in the shell specified in the User Configuration. The default location is
the Windows Common Command Shell.

Auto Logon by IP address

You will need to modify a registry value in the root of the SLNet registry =7 seattle Lab
HKEY LOCAL MACHINE > SOFTWARE > Seattle Lab > SLNet called AutoLogon (1] Index
and AutoLogonlP. SN

Open the Registry Editor through the Start Menu (Start > Run and enter regedit).
.ﬁ.utDLDgDn REG_DWORD 000000000 {10}
Right click on AutoLogon and change the value to 1.

AukologonIP REG_SZ 0.0.0.0,user1, password;0.0.0.1,userz, password

Right click on AutoLogonIP and change the value to: TP address, userID, password; foras many IP
addresses as you want to auto logon. You must separate the string triplets with a semi colon.

You must restart the SLNet service for the changes to take effect.

Exiting an SLNet session
Your Telnet client will remain connected to SLNet until you disconnect or type exit at a command prompt.

Automatic Reconnect

SLNet will automatically connect a user back to their application if there is a temporary disconnection (for
example, an RF device in a warehouse has its signal disrupted).
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SLNet Terminal Emulation

SLNet can be customized to meet any terminal
emulation / application character needs.

ANSI terminal emulators lack all the keys on a PC
keyboard, yet software written to be run on PCs
makes extensive use of these keys. To allow
terminal emulator users to simulate the pressing of
keys they do not have, SLNet provides mapping
sequences. These sequences begin with CTRL-A
(A for Attention). You first press CTRL-A, then
another key, to simulate the pressing of a single
PC keyboard key.

The keys that need to be simulated fall into three
basic groups: Cursor keys (Home, Pg Up, etc.);
ALT-Keys (keystrokes entered while the ALT key
is held down); and PC function keys.

This chart summarizes the CTRL-A sequences
used to simulate these keys. Where ellipses (...)
are used, they indicate that the pattern set by the
preceding simulation is followed. For example, to
simulate Function Key 2, you would use the same
sequence as for Function Key 1, only replacing the
1 with a 2. The sequence must be completed in
less than one second, or no key will be simulated,
and the sequence that you typed will be sent to
the application verbatim.

The Special Keys allow you to control processes
you have generated from SLNet. It is possible
from SLNet to invoke a process of which you lose
control. For example, suppose that from a terminal
emulator via SLNet you type Notepad at the
command line. SLNet will invoke the Notepad
applet, which is a Windows program. From your
terminal emulator, you have no way of getting
input to a Windows program. The Special Keys
allow you to terminate this process.

The special keys affect only processes you have
created. You cannot use them to list or kill another
user’s processes
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Sequence Simulates
Cursor Keys
CTRL-A 1 Insert
CTRL-A d Delete
CTRL-A h Home
CTRL-A e End
CTRL-A u PgUp
CTRL-A n PgDn
CTRL-A t Tab
ALT Keys
CTRL-A A ALT-A
CTRL-A Z ALT-Z
Function Keys
CTRL-A 1 F1
CTRL-A 9 F9
CTRL-A O F10
CTRL-A - (minus) F11
CTRL-A = (equal) F12
Sticky Keys (Active until second key pressed)
CTRL-A a ALT
CTRL-A c CTRL
CTRL-A s SHIFT — Caps Lock On
Special Keys
CTRL-A p List Processes
CTRL-A k Close last application on
list
CTRL-R Refresh Screen
CTRL-A SPACE Refresh Screen
CTRL-A 1 Forced exit of application
CTRL A CTRL K Keyboard analysis — key
ASCII codes are displayed
CTRL A CTRL R Raw keyboard input. Keys
are not translated to
Windows keys.
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SLNet Logging
SLNet keeps a record of its activities by entering messages in the Windows Event Log as events occur.
To view event logs for SLNet, go to the Log menu on the tool bar and select Application.

You may select which types of events you wish recorded in the Event Log by going to the SLNet
Configuration panel Service tab. Check Logging - set Logging On and adjust the Options.

Logging Message examples
The [%1] and [%2] tags in the following examples are values that are filled in by SLNet at the time the event is generated

e If the socket SLNet is trying to use is already in use by another program the user will get an Error message. The
number 1000 will appear in the Event column and the Error message will be: “The [%1] service could not be
started.”

e If a user who does not have permission to use SLNet attempts to log on, the number 2000 will appear in the
Event column, and the Warning message will be: “User [%1] attempted to log on with no profile. There was no
default.”

e When a user logs onto SLNet, the number 2002 will appear in the Event column and the Information message for
that event is: “Accepting connection from IP: [%1]. Connection Number [%2].”

e When the Telnet service is successfully started, the number 3000 will appear in the Event column and the
Success message for that event is: “[%1] has been successfully started.”

If the user is connecting via a proxy server, the IP address will always be the address of the proxy server rather than the
client machine on the other side of the proxy server.
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SLNet Error Codes

The [%1] and [%2] tags in the Error Message column are values that are filled in by SLNet at the time the event is
generated. Generally speaking, [%1] tags represent applications and [%2] tags represent machine IP addresses.

Please contact our technical support team for assistance. Most error codes are from authentication security.

Event Type | Error Message

1000 ERROR The %1 service could not be started.

1001 ERROR Unable to find socket library.

1002 ERROR Unable to allocate memory for Socket Info Structure.

1003 ERROR An error occurred while attempting to allocate memory.

1004 ERROR %1 has not been installed correctly. Please re-install.

1005 ERROR %1 %2 (generic)

1006 ERROR %1

1007 ERROR The user's process returned %1.

1008 ERROR Assert in file %1.

1009 ERROR Invalid registration data. The service is shutting down.

1010 ERROR The demo version of %1 has expired.

10000 ERROR The Socket error is undefined.

10004 ERROR The Socket has been interrupted.

10024 ERROR No more file descriptors are available.

10036 ERROR A blocking Windows Sockets operation is in progress.

10041 ERROR The specified protocol is the wrong type for this socket.

10043 ERROR The specified protocol is not supported.

10044 ERROR The specified socket type is not supported in this address family.
10047 ERROR The specified address family is not supported.

10050 ERROR The Windows Sockets implementation has detected that the network subsystem has failed.
10052 ERROR The network has been reset.

10053 ERROR The connection was aborted.

10054 ERROR The connection was reset.

10055 ERROR No buffer space is available. The socket cannot be created.
10060 ERROR A timeout has occurred.

10093 ERROR A successful WSAStartup must occur before using this API.
2000 WARNING User %1 attempted to logon with no logon profile. There was no default.
2000 INFORMATION The terminal type is: %1.

2001 ERROR A connection from address %1 was rejected because it is not in the accepted address range.
2002 INFORMATION Accepting connection from IP: %1. Connection Number %2.
2003 INFORMATION IP %1 Disconnected.

2004 INFORMATION The demonstration period will expire on %1.

2005 INFORMATION %2 user version initialized.

3000 SUCCESS %1 has been successfully started.

3001 SUCCESS %1 has been successfully stopped.
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Appendix A. Troubleshooting

SLNet is designed to be a powerful solution to Telnet needs.

Problems usually occur when you have made a change in your environment. This may be an operating
service pack, a security change, new device, or changing users.

Before You Contact SLNet Technical Support

In order to do our best for you, we require accurate and timely information in the formats we request. Our
records show that over 50% of all incidents reported are resolved as permission problems or not following the
directions in the documentation.

The Windows Event log has many clues to resolving SLNet issues.
Here are steps to follow before you call our technical support team:
1. Review the Windows Event log. It is a good source for error messages on security and connectivity.
2. Validate that a user has a good connection to your network and a valid Windows account.
3. Verify that the user has permission to log on locally to the server that SLNet is installed on.
4

Turn on SLNet logging for a user and review the log details. Often you will find the user has entered
invalid characters or data.

When you contact SLNet technical support, please let us know your Windows operating system release and
hardware environment, SLNet version, and a complete description of your question or problem (let us know if
you can recreate it), and have access to the SLNet server.

SeattleLab Professional Services
If you need special assistance with customization of SLNet, please contact our technical support group to
arrange for billable professional services time.

Contacting SLNet Specialists
Customers with active maintenance support contracts have access to technical specialists.

Email Technical Support: support@SeattleLab.com

Telephone numbers and hours of business for our offices are available on our web site -
www.SeattleLab.com.

We'll “do what it takes” to assist you with your questions or problems.
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Appendix B. Customization

Named Pipes

SLNet works with unmodified off-the-shelf character applications by reading the console output buffer at
periodic intervals, noting any changes made in the buffer, translating those changes into a character stream,
and directing that character stream to the Telnet socket. The character stream contains ANSI escape
sequences for cursor control to correctly format the screen. This design allows SLNet to support the widest
possible range of third-party products, without requiring customers to make any modification to their software.

For customers who have the ability to modify their software, however, or who are writing new software, SLNet
provides a more direct output connection. This connection takes the form of a Named Pipe. There are two
advantages to using direct output to the named pipe:

1. Itis more efficient, allowing given hardware to support more processes in addition to allowing for each
process to complete more quickly.

2. It allows support for non-ANSI terminal emulations. The SLNet Named Pipe can be handled in the
following way:

When SLNet creates a process, it places the name of the pipe it creates for that process in a variable
in the process’s environment. The Pipe Name field defines the name of this environment variable. To
read this environment variable from C code, a program could call the getenv function. The name
received from the environment can then be used in a call to the Win32 APl CreateFile (which is
used to open files and other devices as well as to create them).

If your application shells out to run other applications that do not know about the Named Pipe, you
should close the pipe, and SLNet will return to screen-scraping mode. When your application regains
control, it can then re-open the pipe. The Win32 APl CloseHandle is used to close the pipe:

Characters may be directed to the named pipe by calling the Win32 API function WriteFile.

The following C code sample demonstrates how to open the SLNet Named Pipe directly.

#include <fcntl.h> /* Needed only for O WRONLY definition */ #include <io.h>

#include <stdlib.h> #include <stdio.h> #include <string.h>

void main (void)
{ char PipeName[256]; char *EnvPipeName; char Temp[256]; int PipeHandle; int

BytesRead;

EnvPipeName = getenv ("PIPENAME") ;
/* ** the pipename on NT is \\.\pipe\<pipename> where <pipename> is the

value stored **in the PIPENAME environment variable set by SLNet */

if (EnvPipeName) { sprintf (PipeName, "\\\\.\\PIPE\\%s", EnvPipeName) ;

PipeHandle = open (PipeName, O WRONLY) ;

if (PipeHandle == -1) {
printf ("Error: Unable to open the named pipe %s.\n", PipeName);

exit (-1); }

sprintf (Temp, "This program now controls the output to the terminall\n Type
'exit' to end.\n");
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write (PipeHandle, Temp, strlen (Temp)):;
while ((BytesRead = read (0, Temp, 256))) {
/* File handle 0 is standard in or the keyboard */

if (BytesRead == -1) /* an error occurred */ break;
if (strnicmp (Temp, "exit™, 4) == 0) /* The user chose to exit */
break;

write (PipeHandle, Temp, BytesRead); } close (PipeHandle);

} else {

printf ("SLNet is not running\n"); }
exit (0);

}
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Appendix C. Miscellaneous

SLclient32

SLclient is a fully featured, secure 32-bit Telnet client
for Windows only. It is available from the Start menu

§c SLClient32 Secure - [localhost]

Fe Connect Miew Remote Commends Window Help

Start > Programs > SL Products > SLNet > \\ng |g|g”

llelcome to Seattle Lh SLnet RF on SERUERIL.
Use Color Codes? _

Secure Logon Capabilities

SLclient32 provides secure logon for SLNet users.
When a user enters their user ID and password,
SLclient32 encrypts them and sends them to SLNet
where they are decrypted. This allows complete security when sending IDs and passwords over the Internet.

In a standard dialup Internet connection using Point-to-Point Protocol (PPP), the data is encrypted with a
Point-to-Point Tunneling Protocol (PPTP) wrapper. This encryption is a 40-bit international or standard
process. Together SLNet and SLclient32 use a stronger encryption when sending logon data; the encryption
is used only for authentication, however, not general data security.

Note: SLclient32 only works with SLNet. It will not work with any other product.
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Appendix D. Multiple Console Windows

SLNet allows you to remotely open multiple console windows on the Windows desktop just as you would if
you were sitting at the terminal and needed to run some programs simultaneously. This functionality is
designed to be reasonably unobtrusive, displaying a menu of the processes as needed, otherwise remaining
completely invisible as you work in the active window.

A single console window requires much less bandwidth and supports far more concurrent connections than
multiple window do, so it is recommended that using multiple console windows (by using SLCons) only be
done for administrative purposes.

Select Console Type

SLCons and SLCon
SLNet allows you to use:

e SLcons.exe, which has more functionality but supports fewer concurrent connections or
e SLcon.exe, which has less functionality but supports more concurrent connections.

For example, an administrator may want to log on with SLCons due to its increased functionality and limited
connections while users using a hand held device may want to use SLCon because they may have more
connections and do not need all of the functionality.

SLNet allows you to select the console type on a per-user basis.

You will need to create and modify a registry value in the root of the SLNet registry
HKEY LOCAL MACHINE > SOFTWARE > Seattle Lab > SLNet > UserID called Console.

Select the user ID to modify. L Index

v ‘ =1 sLnet
Right click in an open space in the right panel and - a Diafault
select New String Value. Mew A : :
Type Console for the String name. String Yalue

Right click on Console and change the value to:

e path to SLCon.exe;7 or
e path to SLCons.exe;9

You must restart the SLNet service for the changes to take effect.
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Working with Multiple Console Windows

When a user logs on, SLNet creates a console window for the default shell, normally the Windows Command
Shell (this can be changed in SLNet Control Panel applet for any user). The user can work in this console
window as they would in any Telnet session or they can immediately start the next process in a second
console window.

To start a second process, type the command to start that process, for example: start cmd. On the
Windows server there are now two console windows available to the user but they are still looking at the
Telnet client window displaying the contents of the first console window. Their keyboard input will continue to
go to this first window (the second window is not displayed until they switch to it).

To switch to the second console window, press CTRL-A 2 (hold down the CTRIL key and press A, release
CTRL and A, and then press 2) . By default, you have two seconds to send the 2 keystroke after pressing
the CTRL-A combination, otherwise ~a will be sent through verbatim. This timeout is configurable in the
registry.

Proceed to work in this second window, just as you would in any normal Telnet session, by typing the
commands you want to execute. SLNet forwards all keystrokes to your current console window and will
forward that window’s output to your terminal. The first window still contains any process you started there,
but until you switch back to it, you will only see the work in the second console window.

The status line at the bottom of the screen confirms which console window is displayed as well as
occasionally providing other information. The status message is displayed for 5 seconds and then disappears.

The following SLNet commands are available to you while working in the console window you have created,
in addition to commands available in the shell that is running:

Command Result
tlist lists the tasks with their process Ids
kill <PID> kills the specified process

SLNet also provides Hot Key commands to work in a console window and to switch between windows. This is
an abbreviated list of key sequences that are useful for working in a console window “normal mode.” A
second set of key sequences is available when working in “menu mode”.
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Using the Menu

To gain an overview of the windows and
processes you are running in the Telnet client
window you can display the Menu at any time by
pressing CTRL-A w.

The Menu is displayed in the first few lines at the
top of your Telnet client window and the current
console window occupies the rest of the window
below the Menu.

8 Telnet - localhost

Lonnect Edt Terminal Heb
Desktop
[Popup:281] sltelne
7
Cannot find the file ‘sltelne’ {(or one of its compenents). Hake sure t
-2 [Butten] OK
CIAWINNTASYSTEMI2NCHD _EXE - starl sltelne
201 CHD (RDOT)
+ GIAWIHNTASYSTEMI2\CHD .EXE
+ CIAWWINNTASYSTEMIZ\CHD _EXE
4+ CIAMIHNTASYSTEM224\CHD .EXE
+ GIAWINNT\SYSTEH32\CHD .EXE
06/28/00 12:23p
87/18/01  B1:28p
AGsB5/80  BAZ4Tp
vizuta
11:28a
B2:55p
83:10p
83:39p
04:upp
N7 File(s)

@ start
Statis help
62,598 TEST
vensite
45 webutil.log
Uindows Update Setup Files
T

<DIR>

ar/06/ 00
07/28/ 01
A5/15781
08738/ 01
BB/ 27701
a6/ 05/ 00

CDIRX

<DIR>
<DIR>
1,657,352 winzip.log
<DIRY xpps_cd
255,317,205 bytes
1,162,308, 416 bytes free

AW |

The top line of the Menu indicates the Desktop that contains the windows that are currently running.
e Thearrow (- - >) highlights the currently selected menu item.

e The plus sign (+) indicates that collapsed sub-tree information is available under the menu item.

e Popups (dialog boxes or error messages) are displayed directly under Desktop unless the view has been

changed.

e When the information is expanded, processes are shown under the windows they are running in with the Process
ID followed by the executable name for process then the current window title for windows and console groups.

e XXX nextto awindow or process indicates it has exited or been killed, it will disappear from the list shortly after

you move the highlight arrow.

The active window may be displayed in a different color (depending on your client, selected terminal type, and
the terminal databases description of that terminal type).

While the Menu is displayed you are no longer in any of your console windows and all the input from the
keyboard is used to navigate within the Menu. Use the arrow keys on your keyboard if available or the
keystrokes in the table below to: move selection arrow; expand or collapse information; locate popups; Kill
processes, popups, or windows; and switch to a selected window.

This key... has this effect when the Menu is displayed

7 Moves highlight arrow down one line

k Moves highlight arrow up one line

b Back one page (PgUp)

f Forward one page (PgDn)

+ Shows sub-items hidden under the highlighted item

- Hides sub-items

TAB toggles collapse/expand display for selected menu item
7 (capital Z) kills highlighted process or popup

ENTER (when pointing to a window)

closes the menu and makes the highlighted window the current
console window

ENTER (when pointing at a popup

locates popup under the process that created it

v (when pointing at a popup)

displays popup location

ESC

hides the menu and returns to selected console window

g

hides the menu and returns to selected console window

Initially, all console windows are collapsed, so that the desktop, popups, and windows are visible, but process
sub trees are not. When a console window is expanded, each process tree associated with that console is
listed by ascending Process ID (note that processes form a hierarchy, and can appear under other

processes).
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Locating and dispatching Popups

The work you do in your console window may cause an error message or dialog box requesting some
response and these will appear as a popup in your session, preventing further work in that console window
until the popup containing that error message or dialog box has been dispatched.

If your work in a session has been interrupted and you can no longer input to that window, it is best to check
for a popup by bringing up the Menu (press CTRL a CTRL w).

If the Menu lists a popup under the desktop, use your arrow keys or equivalent keystroke combination to
navigate to it. Press ENTER or v to view the popup under the associated console window. The Process
Identifier (shown inside the bracket) refers to the process that created the popup.

The safest way to dispatch the popup is to move the highlight to the popup on the menu and press z to Kill it.
If that fails, the second safest thing to do is to kill the console window. If you don’t want to kill the window, go
to the process associated with the popup and kill the process directly using z.

Applying z to a process is more dangerous than killing a window because the process won't have a chance to
exit gracefully. Since the menu is updated every few seconds, it may take a few seconds for windows that you
kill to disappear from the menu.

Killing a window or dialog box using 7 is the same as clicking the “Close” button in the upper right corner of
the window.

Hot Key Commands

* Where ellipses (...) are used, they indicate that the pattern set by the preceding simulation is followed. For example, to
simulate Function Key 2, you would use the same sequence as for Function Key 1, only replacing the 1 with a 2.

** These commands affect when the SHIFT key presses and key releases are sent on to the window. They do not affect
programs operating in pass through modes, as we send these programs ASCII streams of characters, rather than
keystrokes.

*** WARNING: This command is bound to a shifted key. Windows’ Telnet client will appear to HANG if you press
CTRL+SHIFT+<x>, where <x> is any key. Be sure to release CTRL (and a) before typing the next character.

Sequence* Result when working in Menus

Move selection arrow down one line

[

k Move selection arrow up one line

b Move back one page (PgUp)

f Move forward one page (PgDn)

+ Expand to view processes under the selected window
- Collapse information under the selected window

TAB Toggle collapse/expand display for selected window
BACKSPACE Toggle collapse/expand display for selected window
Z (capital Z) Kill a listed window or process or popup

ENTER (When pointing to a window) | close the menu and make the highlighted window the current console window

ENTER (When pointing at a popup) locate popup under the process it is associated with

v (When pointing at a popup) display popup location

ESC Hide the menu and returns to selected window
q Hide the menu and returns to selected window
CTRL-a CTRL-k u Up
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CTRL-a CTRL-k d Down
CTRL-a CTRL-k r Right
CTRL-a CTRL-k 1 Left
CTRL-a CTRL-k p PgUp
CTRL-a CTRL-k n PgDn
CTRL-a h or CTRL-a H Display Online help menu (use menu keystrokes to navigate in menu)
CTRL-a CTRL-h Display Online help menu (use menu keystrokes to navigate in menu)
CTRL-a ? or CTRL-a / Display Online help menu (use menu keystrokes to navigate in menu)
CTRL-a CTRL-c Create another login process (using the same shell and parameters)
CTRL-a c Create another login process (using the same shell and parameters)
CTRL-a 1 Switch to the first open window
Switch to windows 2-9
CTRL-a 0 Switch to the 10th open window
CTRL-a Switch to the 11th open window
CTRL-a = Switch to the 12th open window
CTRL-a CTRL-w Display the Menu (“Windows”)
CTRL-a w Display the Menu (“Windows”)
CTRL-a CTRL-d Display the Menu (“Processes”)
CTRL-a p Display the Menu (“Desktop”)
CTRL-a B Sends CTRL+BREAK to the window***
CTRL-a C (capital C) Sends CTRL+C to the window***
CTRL-a # Disconnect***
CTRL-a CTRL-r Repaint screen
CTRL-a SPACE Repaint screen
CTRL-a CTRL-1 Repaint screen
CTRL-a CTRL-k 4 Left
CTRL-a CTRL-k 6 Right
CTRL-a CTRL-k 7 Home
CTRL-a CTRL-k 8 Up
CTRL-a CTRL-k 9 PgUp
CTRL-a CTRL-k O Insert
CTRL-a CTRL-k Delete
CTRL-a CTRL-k t Backtab
CTRL-a CTRL-k u Up
CTRL-a CTRL-k d Down
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CTRL-a CTRL-k 1 Left
CTRL-a CTRL-k r Right
CTRL-a CTRL-k 1 Insert
CTRL-a CTRL-k h Home
CTRL-a CTRL-k e End

CTRL-a CTRL-k p

PgUp (Previous Page)

CTRL-a CTRL-k n

PgDn (Next Page)

Function Keys

CTRL-a f 1 F1
F2, F3, F4...
CTRL-a f 9 F9
CTRL-a £ 0 F10
CTRL-a £ - (minus) F11
CTRL-a f = (equal) F12

Shift Next Character**

CTRL-a CTRL-x a <char>

ALT <char> (where <char> represents the character that Alt was to be applied to.
EXAMPLE: for ALT F, type CTRL a CTRL x a f)

CTRL-a CTRL-x s <char>

SHIFT <char> (where <char> represents the character that SHIFT was to be applied
to. EXAMPLE: for SHIFT F, type CTRL a CTRL x s f)

CTRL-a CTRL-x c <char>

CTRL <char>(where <char> represents the character that CTRL was to be applied to.
EXAMPLE: for CTRL c, type CTRL a CTRL x ¢ ¢)

/\a/\x/\c /\a/\x/\a /\a/\k.

CTRL+ALT+DEL If you set a temporary shift for Ctrl (*a”x”c), then set another
temporary shift for Alt, both shifts will be pending for the next key DEL off the keypad
(rank).
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